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Notice on Voice Phishing (Financial Fraud)
Related to Tuition Payment for International Students

Recently, there has been an increase in cases where international students’
tuition payments have become involved in voice phishing (electronic financial
fraud) schemes.

If funds related to voice phishing are used to pay tuition:

» The university’s tuition account may be temporarily suspended, and the
student’s tuition payment may be invalidated, the student will need to pay
the tuition again, resulting in significant inconvenience and financial loss.

% Please note that the suspension or seizure of the tuition account does not
occur at the time of tuition payment, but rather when a voice phishing is
reported.

(m] Mandatory Precautions for Safe Tuition Payment

1. Pay tuition only through the virtual account issued in your own name as stated
on the tuition invoice.

» For overseas remittance or bank transfer (via bank or ATM), the student must
make the payment individually. Do not pay tuition through accounts under
another person’s name or through any account provided unofficially.

2. When paying via WeChat Pay or PayPal, use only the official tuition payment
link provided by the university.

» WeChat Pay / PayPal payment (Alipay payments are not accepted)

= HeyYoung Tuition Payment for Foreign Students | Shinhan Bank

3. Do not use acquaintances, brokers, or unofficial private exchange services.

» Tuition payments made through acquaintances or brokers carry a high risk of
involvement in voice phishing.

» If currency exchange is conducted through unofficial exchange offices or
private brokers, the converted KRW may be linked to criminal activity. Even if
the student did not knowingly participate in fraud, there have been cases
where fraud-related funds were deposited into the student’s account and used
for tuition payment, resulting in voice phishing involvement. Therefore, please
ensure that all currency exchange is conducted only through official financial
institutions.

(m] If tuition payment becomes involved in a voice phishing crime, civil and
criminal liability may arise, and legal action may be taken. For your safety,
please use only the official tuition payment methods provided by the university.
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